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Using ThinOX Thin Client with Imprivata OneSign 4.6 Environment

This guide will illustrate how to configure ThinOX Thin Client to use Imprivata
OneSign 4.6 Environment.

Ver. 1.3 - 17 September 2012
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1 Setting up OneSign Environment

These chapters explain how to configure Imprivata OneSign Environment:

® Check License (see page 5)
® FEnabling ProvelD Web API (see page 6)
® Configuring VDI Options in OneSign (see page 7)
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1.1 Check License

To use OneSign Environment you must check the OneSign license.

Follow this procedure to check the installed modules:

® Open the OneSign Administrator Properties page
® Go to “Modules” tab
® The following modules have to be enabled:

® OneSign Authentication Management

® Virtual Desktop Access

® ProvelD Web API (free of charge but it must be requested from Imprivata)

£% imprivata
OneSign

OneSign Modules

R .. . @ LOG OUT
Policies Users, Computers and Domains 550

Agent Deployment | System Settings | RADIUS Connections | OneSign Extensions | ProvelD | Sites | Virtual Desktops |

+ OneSign Authentication Management Enabled

options.

OneSign Authentication Management helps organizations increase security and replace Windows passwords with a range of authentication

v OneSign Single Sign-On Enabled

+ OneSign Anywhere Enabled
OneSign Anywhere provides secure remote application access and single sign-on.

v OneSign Secure Walk-Away Enabled

OneSign Single Sign-0n helps organizations quickly and effectively solve password security and user access issues.

OneSign Secure Walk-Away allows workstations to automatically lock when user is not detected at the workstation.

v+ Wirtual Desktop Access Enabled

Sun Ray VDI.

+ ProvelD Web API Enabled

OneSign delivers strong authentication for third-party products via ProwvelID Web AFI integration.

OneSign provides extended integration, automation, and strong authentication support for VMware View, Citrix XenDesktop and
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1.2 Enabling ProvelD Web API

To set up ThinOX thin client support in your OneSign Enterprise enable the “Future 9" option
doing the following:

Open the OneSign Administrator Properties page

Go to “ProvelD” tab

Enable “Allow Access to OneSign via ProvelD Web API”
Flag “Future 9" option

Click on “Save” button to save configuration

- . ® LOG OUT
Users, Computers and Domains 550

£fimprivata
OneSign’

Modules | Agent Deployment | System Settings | RADIUS Connections | OneSign Extensions ProvelD Sites | Virtual Desktops |

ProvelD Client - Application Name Mapping

Specify the name of the external application that iz calling ProvelD and which OneSign application profile it maps to.

[ Add Application Mapping

ProvelD Web API - API Access

| Allow access to OneSign via ProvelD web API

[ reradici
[ Future 1
[ Future 2
D Future 3
D Future 4
[CIFuture 5
[CIFuture &
D Future 7
[ Future

Future 9

Cancel Save
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1.3 Configuring VDI Options in OneSign

To use VMware or Citrix infrastructure in OneSign Environment you must insert VMware and
Citrix related information. Do this procedure to insert related informations:

Open the OneSign Administrator Properties page.

Go to “Virtual desktops” tab.

Add in the two sections “VMware View” and “Citrix XenDesktop” information related to
VMware and Citrix server using the respective “Add server” button.

Remember to flag the respective “Allow authentication from VMware View Client” and
“Allow authentication from XenDesktop-enabled devices” .

Click on “Save” button to save configuration modification.

See figure below for an example.
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.. X LOG OUT
Policies Users, Computers and Domains 580 ®

Efimprivata
OneSign’

Modules | Agent Deployment | System Settings | RADIUS Connections | OneSign Extensions | ProvelD | Sites

VMware View

0OneSign agents will communicate only with known WMware View Connection Managers. List the URL of each Connection Manager that will be used
with OneSign.

https://192.168.23.13
https://192.168.25.13 w Add another Connection Manager ]

Uszer authentication from all VMware View clients can be dizallowed if neces=zary.
[#] Allow authentication from VMware View clients

Sun Ray

Sun Ray servers must be configured with OneSign software. After configuration, provide the server and configuration info here.

OneSign agents will communicate only with trusted
Sun Ray servers. List each Sun Ray server that will 1P (0.0.0.0) or DNS [nam
be used with OneSign.

Add anocther server

OneSign configuration info for Sun Ray servers. The software must be installed in the same location and use the same port on all servers.
Relative URI Port

fonesign/CardEventPusher 3080

User authentication from Sun Ray clients can be disallowed if necessary.

DAIIuw authentication from Sun Ray devices

Citrix XenDesktop

OneSign agents will communicate only with known XenDesktop PNAgent sites. List each PNAgent site that will be used with OneSign.
https://192.168.23.25/citrix/pnagent [ Add another server

User authentication from all XenDesktop devices can be disallowed if necessary.
[¥] Allow authentication from XenDesktop-enabled devices
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2 Configuring ThinOX Thin Client

These chapter explain how to configure ThinOX Thin Client:

Update ThinOX ThinClient with Latest Firmware (see page 10)

Configure ThinOX Thin Client to Communicate with OneSign (see page 13)
Use Smart Card as Proximity Card (see page 17)

Proximity Card Options (see page 19)

Configure ThinOX Thin Client for Imprivata VDI Integration (see page 21)
Card Enrollment (see page 23)

Self Service Password Reset (see page 25)

Terminal Properties for Thin Client Users (see page 27)

Bitmap Customization (see page 34)
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2.1 Update ThinOX ThinClient with Latest
Firmware

Imprivata OneSign is available on firmware version 8.5.1 and above.
This document and the screenshots are related to ThinOX firmware version 8.5.3.

To check your thin client firmware version open ThinMan Console. In the right side of the
graphical interface identify the thin client. Scroll horizontally with horizontal scrollbar until you
see the “Version” attribute. In this field you can read the firmware version installed on the thin
client.

If you need to upgrade firmware version select the thin client you will upgrade and right click
with mouse on it.

File Medify Tools View Info

. A

R NE-EE
EI--{-‘_E_‘:Ei Metwork Meighborhood “ | Name IP Address Subnet Status MAC Address ta
B Test 01 i E E ) lon  |00-E0-C5-40-3C-8D
tiﬂﬂ'ﬁfﬂgﬁg T | BexT d04cTC - Off 00-E0-C5-40-4C-7C

. ) B x7_42052¢ i - On 00-E0-C5-42-05-2C

Connections

B %7 300558 . Off 00-E0-C5-30-05-58
B %7 300679 Configurations - Off 00-E0-C5-3D-06-79

b WTPRAIM-1A6TT67
. W7PRAIM-D33RTBI

5 XT_3D0COA - off 00-E0-C5-3D-0C-9A
B, W7PRAIM-TTMTRGE t Firmware Update
B, Wi0465F 4 XT_420180 - off 00-E0-C5-42-01-B0

JL ¥T 403C8D IJXT_-QEIEGB Power On/Off - Off 00-E0-C5-42-12-6B
b xTa04c7C BoxT_42r130 _ _ . Off 00-E0-C5-42-F1-30
B x7_42052¢ BT 42F16D Special Functions - Off 00-E0-C5-42-F1-ED
B, x7300558 BoxT azr288 Add Scheduled Activity - Off 00-E0-C5-42-F2-A8
B 7300679 B xT_a2Fa04 - Off 00-E0-C5-42-F4-04
B x7300C0A BT a2Fa08 Move To... ! Off 00-E0-C5-42-F4-Af
B x7 420180 B xT 42Fa00 Delete - Off 00-E0-C5-42-F4-A9
B, X7 421268 B x7 427008 Refresh... - Off 00-E0-C5-42-F4-DA
B x7_42F130 bxT 387703 - Off 00-E0-C5-3A-77-D3
B xT 3a77DC Edit Motes - Off 00-E0-C5-3A-77-DC

b, x7_427208 T 2mipss Properties... F2 § N N_FN-C5-3N-1R-AR
L, X7 42F404 <

Update the firmware on the device KT_403CED - IP: 192.168.0.186 - Ver. 8.4.22 - Model: XT9200-C - MAC: 00E0C540

From the menu select “Firmware Update”.
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Firrnware Update kode

@ Embedded HTTF Service [recommended)

(") Other Mode [Obsolets) Set Other Maode

Options
[7] 5end Configuration during Firmware U pdate [if prezent]
[ Unattended Maode [Thinkdan active required!]
[] Force Complete Update

Command: [ Mone - ]

Leave “Embedded HTTP Service” flagged and click on “OK".

Look in: Ml Desktop ~ & ¥ 2 M-

-~

Mame Size Itern type

V File folder
|| XT9000-C-U_8.4.20 tar 200600 KB TARFile
|| XT9000-C-U_8.4.26.tar 201010 KB TARFile
|| XT9200-C-U_B8.4.20 tar 311290 KB TARFile

| |KT9200-C-U 8.4.26.tar 31710 KE TARFile
] m

File name: KTH200-C-U_B 4 I8 tar

Files of type: | Update File (“tar.gz.” tark

Select the firmware file that is compatible with the thin client model (in case it is not ThinMan
will block the operation indicating the error).

Device: =T_403C30

|Jpdating Firrmware. Pleaze wait...

Detailz »» ] [ Cancel
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After few seconds ThinMan starts upgrading the thin clients. Once the upgrade is completed
the thin client will be rebooted.
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2.2 Configure ThinOX Thin Client to
Communicate with OneSign

Turn on the thin client. Right-click with mouse on desktop and select “Terminal properties”
menu. The “Terminal Properties” window will open, select “Contol Panel” tab.

Tarminzl Propartizs

General | Metwork | User Interface | Firrnware | Security | Printers | Control Panel

= 2

PCSC Server Cisco WP MulkiMedia
Clienk Coders

S L1
g, P
£02.1x% 4
Port-based  SHMP Agent
Authentication

5

. ;. e n

= B @ & J W

Aladdin RDP Gobal  Cikri HOW USE WebCam Metwork File Remoke
eToken PRO Settings Redirection syskem Assistance

o & » T e

© Jo & d
Ica Glabal Sound Java Cache  Date & Time  VYmware Yiew Provision
Settings Configuration 5B AppPortal

Citrix Xenapp Praim 5B Thinf1an

agent Redirect Client

0] | | Cancel | | Apply

Double click on “Imprivata OneSign”.
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Qrn=Sign Jptions

~ Connection
[ |

Start Onesign login at poweron

Ex. https:/fonesign. mydomain, com

Baokstrap LRL: [https:i192. 168.4.22

Connection Kirneout: |15 ’ Test Connection ]

’ 55L Werification Mode. . l ’ Import C4 certificate ]

~ Login Cpkions
Allaw Password based login (PWD)
Allow Proximity Card based login {UID) [F‘rclximit';.-' Card Opkions ]
Allaw Self-5ervice Password Reset

~ DI Integration
[] ¥rware Yiew

(o) (ow

e

Flag “Start OneSign login at poweron” (this option tell ThinOX to login at OneSign server when
the thin client is started).

In the “Bootstrap URL" enter the OneSign Appliance URL in the form
“https://<hostname/IPAddress>".

It is possible to test the inserted parameters related to the connection clicking on "Test
Connection". The agent try to connect to the Imprivata server and return a result depending on
the connection availability.

Click on “OK” to save Imprivata settings.
Click once again “OK" of “Terminal properties” window to save thin client configuration.
Reboot the thin client.

If the operation was successful the thin client will present the credential login.
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User Mame: ||
Passwiord: I
Diomain: |vp14-TEST v

hoose how to authenticate with OneSign

@ Password () Proimity Card

[ Self-Service Password Reset

2.2.1 SSL Verification Mode

“SSL Verification Mode” permits to define the thin client behavior in case of problem with
OneSign server certificate validation.

Clicking on the “SSL Verification Mode* button a new window will open.

SEL varification Mods

This mode determines hiow the client proceeds when it can not verify that your connection to the server is
SECUME,

i) Reject the urverifiable connection (Secure), Requires a trusted, valid certificate,

(@ warn if the connection may be insecure (Default), Warns about self-signed or expired certificates,

() Allows the unwerifiable connection (Mot Secure), Connecks even if the connection may be compromised,

[ Ok l [ Cancel

Selecting “Rejecting the unverifiable connection (Secure)...” will close the connection to the
server if certificates are not trusted and not valid. Use it in case you have a trusted and valid
certificate on the server.

Selecting “Warn if the connection maybe insecure (Default)...” will open a warning window that
request a confirmation to proceed with the connection. You can continue or stop the
connection. Use it in case you have self-signed or expired certificates on the server.

Selecting “Allow the unverifiable connection (Not Secure)...” will connect to the server even if
the certificate is not valid. Don’t use it in production environment.
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2.2.2 Import CA Certificate

“Import CA Certificate” permits to load on thin client the Trusted Root CA Certificate used to
generate certificate installed on OneSign appliance.

Export CA Certificate from Certification Authority in Base64 format.

Copy the exported certificate on a USB Key, insert the USB Key in the thin client and click on
“Import CA Certificates”. A new window will appear and you will able to browse the USB Key,
select certificates inside it and import them into the thin client clicking on “Import”.

2.2.3 Copy Thin Client Configuration
When the thin client is configured it is possible to copy its configuration to another thin client.

The copy will include all the configuration made on the thin client included connections,
certificates and Imprivata parameters.

For a detailed procedure refer to How to easily copy configuration from a device to another
device (see page 54) chapter.
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2.3 Use Smart Card as Proximity Card

Smart cards can be used as Proximity Card by using its unigue serial number as the Unique ID
(UID) of a proximity card.

To use a Smart Card as Proximity Card follow this procedure.
Open the “Imprivata OneSign” in the thin client (see previous chapter for details).

Flag "Allow Proximity Card based login (UID)"

Qrn=Sign Jptions

~ Conneckion
[ |
5 Start Onesign login at poweron

Ex. https:/fonesign. mydomain, com

Baokstrap LRL: [https:i192. 168.4.22

Connection Kirneout: |15 ’ Test Connection ]

’ 55L Werification Mode. . l ’ Import C4 certificate ]

~ Login Cpkions
Allaw Password based login (PWD)
Allow Proximity Card based login {UID) [F‘rclximit';.-' Card Opkions ]
Allaw Self-5ervice Password Reset

~ DI Integration
[] ¥rware Yiew

[C] G

ik ] [ Cancel

Click on "Proximity Card Options" button.
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Prozimity Card Opticons

~ Proximity Card Options

(") Lock endpoint ak Proximity Card remove
(@ Lock endpaint at Proximity Card tapping
(@ Tap Event on Card plug
(") Tap Event on Card quick remave
Mairmurm Card plugfremove interval (ms); W

[] single TAP user switch

[] ask PIM{Password on same user unlock tapping
Use Smart Card as Proximity Card
i@ &sk For CneSign PIN

Azk For Smart Card PIR

ok ] [ Zancel

Flag "Use Smart Card as Proximity Card" option.

Click on "OK" to save configuration.
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2.4 Proximity Card Options

In this window it is possible to configure the parameters that define the used proximity card
workflow.

Frogirmity Card Dptions

Proximity Card Options
() Lack endpaint at Praoximity Card remove

(@ Lock endpoint at Proximity Card kapping

@ Tap Event on Card plug

(") Tap Event on Card quick remove

e

[ single TAP user switch

[] &sk PIM{Password on same user unlock tapping

Use Smart Card as Proximity Card

(a4 ] [ Cancel

]

"Lock Endpoint at Proximity Card Remove" and "Lock Endpoint at Proximity Card Tapping"
specify to lock the thin client on card removing or on card tapping.

If you select "Card Tapping" you may specify when the tap event is recognized:

® "Tap Event on Card Plug" consider the tap event the moment when the card is plugged in
or leans on the reader
® "Tap Event on Card Quick Remove" means that the tap event is considered when the
card leans on or plug in the player and after a short time it is removed. The tap event
occurs at the card removing event.
® |n this case you have to indicate what is the time interval in milliseconds, at
"Maximum card plug/remove interval" option, in which the two event (plug and
remove) must succeed in order to consider a tapping event. If the removing of the
card is done after this interval nothing happens. This option is useful when software
installed on the Virtual Desktop want use information stored on card (e.g. digital
signing, strong authentication, ....).

The "Single TAP user switch" parameter allows the agent, if flagged, to switch user and start its
session with a single tap from the user.
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The "Ask PIN/Password on same user unlock tapping" parameter allows a user, if not flagged,
to access the locked screen without the needs to digit the PIN or the Password (it is valid only

for locked desktop on the same thin client, e.g. a desktop locked by a tap or a desktop locked
because screen saver starts).
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2.5 Configure ThinOX Thin Client for Imprivata
VDI Integration

ThinOX thin client can use Imprivata user policy related information to access the VDI
infrastructure specified on the OneSign appliance configuration.

Refer to Imprivata documentation on how to define and configure user policy for VDI
integration.

To enable the VDI support access to "Imprivata OneSign Options" window.

Qrn=Sign Jptions

Connection

Start Onesign login at poweron

Ex. https:/fonesign. mydomain, com

Baokstrap LRL: [hetps:i192. 168.4.22]

Connection Kirneout: |15 ’ Test Connection ]

’ 55L Werification Mode. . l ’ Import C4 certificate ]

Login Options
Allaw Password based login (PWD)
Allow Proximity Card based login {UID) [F‘rclximit';.-' Card Opkions ]
Allaw Self-5ervice Password Reset

VDI Inkegrakion
Yrware YWigw [ Vrware View Settings ]
Citrix enDeskkop [ wenDeskbtop Settings ]

(o] (o=

2.5.1 VMware View Infrastructure

On the "VDI Integration" section flag "VMware View" option. This flag will indicate the thin
client to start a VMware View connection after login using the View Connection manager
information provided by the OneSign appliance.

The parameters used in this connection are those specified in the related user policy.

You can also configure specific connection parameters clicking on "VMware View Settings"
button. See VMware Client Options (see page 47) for more information.

2.5.2 Citrix XenDesktop/XenApp Infrastructure
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On the "VDI Integration" section flag "Citrix XenDesktop" option. This flag will indicate the thin
client to start a Citrix XenDesktop connection after login using the Citrix Farm information
provided by the OneSign appliance.

The parameters used in this connection are those specified in the related user policy.

You can also configure specific connection parameters clicking on "XenDesktop Settings"
button. See Citrix Client Options (see page 50) for more information.
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2.6 Card Enroliment

When a card is tapped on login phase and it is not already enrolled, based on OneSign
appliance configuration, the thin client allow the user to enroll it.

Errolirmznt facuest

Enroll a new proximity card

You used a proximity card that is not enrolled wikh
onesign,

You must enroll each procdimity card bo associate thak
card with wour network account,

((uq]))

| Enroll this card now |

| Don't enraoll this card | ID: 73ED7997

£1imprivata
Onesign:

Click on "Enroll this card now".

errcllrmznt Facuest

Confirm yaur identity

Enter the cardholder's network credentials,

User Mame:

[

Password;

Dromain: ((t[‘]] ))
|vo14-TEST 2

| Nesxt -3 | D! 73ED7997

£l imprivata
Ohesign

Insert username and password for valid domain credentials and click on "Next".
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errallrrizrit faouest

Great job! Yaour proximity card has been successhully
enralled with Cnesign.

You can use the card ko sign in and sign out o your
warkstation,

Click Done to go to yvour deskkop,

(({m]))

Diane ID: 73ED7997

X imprivata
prrJ]nESig n

Click on "Done".

If the user doesn’t have any already enrolled OneSign PIN and the user policy require
Secondary Authentication method then the thin client request the OneSig PIN enrollment.

Errolirmient Raouest

Imprivata
PIN: I
PIN confirm: I

| ok || cancel

Insert and confirm the OneSign PIN and click "OK".

The card is now enrolled and protected by the OneSign PIN.
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2.7 Self Service Password Reset

The user can be enabled to reset its password by itself when he connect to the thin client.

Orn=Sign Jptions

~ Connection
[ |

Skart OneSign login ak poweran

Ex. htkps: | fonesign.mydomain, com

Bootstrap URL: |https:j192.168.23.22

Connection Lirneout: |15

’ 33L werification Made. ., ] ’Impnrt A certificate ]

~ Login Opkions

Allaw Password based login (PWD)

Allow Prozimity Card based login (UID [F‘ru:uximil:-;.-' Card Options ]

Allaw Self-5Service Password Reset

VDI Inkegration

[] ¥rware Yiew

[ oK ] [ Cancel

On "Imprivata OneSign" window (accessed via "Terminal Properties" on thin client) you can flag
"Allow Self-Service Password Reset" to allows users to reset their password.

If the option is enabled at thin client startup the "Self-Service Password Reset" button is
showed on the OneSign Login window.
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User Mame: ||
Passward: |
Domain: |'-.-'DI4-TEST v

Choose how to authenticate with OneSign

(@) Pa_sswurd JEr | () Proximity Card

[ Self-Service Password Reset ] [ Configure Terminal ]

Clicking on the "Self-Service Password Reset" will open a browser window that point to the
correct OneSign server that permit the user to reset his password.

ca - Mozilla Firefox
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2.8 Terminal Properties for Thin Client Users

ThinOX permits to give the user the possibility to change some terminal properties (mouse,
video settings, etc.) from Imprivata OneSign login window.

First step to configure this useful feature is to access the "Terminal Properties" window and to
select "Security" tab.

Tarminzl Propariizs

Gereral | Network |User Interface | Firrmward] Security rinters Control Pane
=y [ Deny Connection Maodify Enahblz SSH
' Enahle USE Mass Storage

—[¥] Require password to modify the terminal configuration

— Uzer Parameters
Yideo Settings
International Settings
MoLse Settings [] Enable Hotkey: |_
Sound Settings Show Advanced Settings Button

—[] User Authentication

0] | | Caticel | | Apply

Flag "Require password to modify the terminal configuration" options and insert an
administrative password (and confirm it). This option tell ThinOX to prevent configuration
modification from anonymous users. When the flag is enabled every time you need to change
configuration on thin client you are asked to insert the administrative password.

Praim strongly suggest to protect thin client with this administrative password.

Once the thin client is protected from unauthorized modification you can configure to grant
some permission to change configuration.
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Tarrninzl Properfies

General | Metwark | User Interface | Firmware SEEUFitFlF'rinterS Control Panel

ey [] Deny Connection Madify Enable S5H
FEs
il Enable USE Mass Storage

[V Require password to modify the terminal configuration

F'-EISS'-.-'-.-'Drd' I******** CDnﬁrm. I********

~— Llser Parameters

Yideo Settings

International Settings

MoLse Settings [] Enable Hotkey: |_
Sound Settings Shiow Advanced Settings Button

— [T] User Authentication

(0]4 | | Cancel | | gy

Now flag which properties may be changed from the user. The list of properties is:

Video Settings: related to monitor/s resolution

International Settings: related to thin client language and keyboard settings
Mouse Settings: related to mouse speed, left/right mouse, ...

Sound Settings: related to volume setting and audio device

Every flagged property will show an icon in the "Terminal Properties” panel and entitles the
user to change related thin client option.

The option "Show Advanced Settings Button" tell ThinOX to show in the user limited "Terminal
Properties" window a button to access the full "Terminal Properties" window (see below).

For the "Video Settings" option is furthermore possible to specify which resolutions the user
may select from and which properties of the video setting are available to user. Click
"Configure" button to access the configuration panel below.

Page 28 of 56



{#Wawn
Using ThinOX Thin Client with Imprivata OneSign 4.6 Environment 3

YideoResalutionConfig)

Wideo Resolutions Configuration

Enable Multimonitor Configuration _
Enable Color Depth Configuration

Enable advanced Configuration

Enable Resalution Canfiguration

Erabled Resalutions I
E4x4E0 - 60 Hz (4:3) E
E40%450 - 75 Hz (4:3)
E40%480 - 85 Hz (4:3)
B00%E00 - 60 Hz (4:3)
S00x600 - 72 Hz (4:3)
AO0%AO0 - 75 Hz (4:3) |7

O080O00

[ ok, ] [ Canicel ]

With this panel you can select if user is enabled to modify Multimonitor Configuration, Color
Depth Configuration, Advanced Configuration and Resolution Configuration. For Resolution
Configuration you can also specify which are the proposed resolution to the user (flag only
which resolution will be available to the user).

If at least one of the previously properties is flagged on the OneSign login window a new button
is present.

Qrezigr Agent

imprivata

Please Tap wour Proximity Card on the reader to logon,

«
~

Choose how to authenticate with OneSian

() Password

Priozimi ard
[ Configure Terminal ]

If the user click on "Configure Terminal" button a "Terminal Properties" window will open
containing only the configuration items previously specified.

[ Self-Service Password Reset ]
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Tarrninzl Properfies
User Control Panel ]
. i
% 4 ] _.
SoLnd MoLise International Yideo
Configuration  Settings Settings Resolution
(0]4 | | Cancel | | Advanced Settings

Beware that if the thin client is not protected by an administrative password and "Advanced
Settings" button is clicked the full "Terminal Properties" window will open showing all control.
In this way the user is enabled to change all thin client configuration with possible disastrous
effects on the thin client itself.

2.8.1 Sound Configuration

This window show the sound configuration possibilities.
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Sound configuration apolet
~ Sound Settings
~ Audio Oukput:
Yolurne: {0 [ioc
QOutpuk Device:

I(INTERNAL} HDA V1A VT82xx (VT17086 Analog) ||

~ udio Inpuk;

Input Device:

Yaolume:! 1 Ez

Mic Boost {+20dE)

I{INTERNAL} HDA VIA YTS2xx (VT17088 Analog) | v |

~ Sound Server

Advanced Mixer |
INDne M |

Port: 0

[ 84 ] [ Cancel

2.8.2 Mouse Configuration

This window show the mouse settings possibilities.

[asz Sarmngs

~ Mause
\_) Type: IPS'!,E M
Speed: @ 13
Acceleration: @ IEi

[ 3 Buttons Emulation
[] pisable Right Buttan
[] Irevert Butkons

| ok || cancel
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2.8.3 Internationalization Configuration

This window show the international settings possibilities.

Intzrnational Settings

~ Swskem Language

a Language: IEninsh [v]

[ -]

~ kevboard

f’é Layout:  [ttalian (Tealy) [ Edit... |

Repeat Fate: f.T_: I':'
Il:l

Repeat Delay: (B

Test Kevboard: ||

Enable MurLock at Startup

(] 4 ] [ Zancel

2.8.4 Video Settings

This window show the video settings possibilities. The second window can be accessed clicking
on "Advanced Settings..." button on the first window.

Page 32 of 56



\ i:"ralm

-,

Using ThinOX Thin Client with Imprivata OneSign 4.6 Environment 3

“hoose a combination of Resolution and Refresh Frequency
"= [romthe list,
@ Single Manitor () Dual Monitar

Maonikor:
| 1. Manitor 1
Screen resolution Colars
I1280x1024 ~E0Hz (5:4) v |24 bits per pixel ||

Rotation: 0 - I -

Advanced Settings., .. l

[ oK l [ Cancel

~——[] Enable Power Saving - DPMS
Standby after i) minukes
Suspend after ,U_ minukes

PowerQff after i} rhinukes

———[] Enable Fonk Server

Server: | i (]

———[| Enable NFS Fonts

SErvEr: |

Path: |
[7] Enable DDC Enable CWT
Hardware Acceleration [7] reduced Elanking
[C] wESA driver k

[] Enable Debug Show Debug Log

[] Block %11 Access from Mebwork

[ oK ] [ Cancel ]
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2.9 Bitmap Customization

Its possible to customize the bitmaps showed in several windows.

There are two logo bitmaps: header bitmap and footer bitmap.

2.9.1 Header Bitmap

Header bitmap is used in the following windows:

credentials-based login window
proximity card login window
password change window
password request window

pin request window

pin change request window

pin enroliment window

The header bitmap size is 381 x 62 (h x v) and it must be saved in xpm format (GIMP free
software can be used to convert from several graphic formats to xpm).

The custom header bitmap must be copied in thin client "/tmp/config/files" directory. The file

name must be "onesign.xpm".

An example of header bitmap customization is in the figure below.

Qresigr Agent

User Mame: Il

Passwiord; I

Darmain: I'-.-'DH-TEST ]

Choose how to authenticate with Onesian

@ Password Fingerprint 10 Token (20 Proximity Card

Self-3ervice Password Reset ] [ Zonfigure Terminal

2.9.2 Footer Bitmap
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Footer bitmap is used in the following window:
® proximity card enrollment

The footer bitmap size is 425 x 50 (h x v) and it must be saved in xpm format (GIMP free
software can be used to convert from several graphic formats to xpm).

The custom header bitmap must be copied in thin client "/tmp/config/files" directory. The file
name must be "onesignfooter.xpm".
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3 Appendix

Supported Proximity Card Readers (see page 37)

Troubleshooting (see page 38)

How To Create Log File (see page 41)

VMware Client Options (see page 47)

Citrix Client Options (see page 50)

How to easily copy configuration from a device to another device (see page 54)
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3.1 Supported Proximity Card Readers

Supported and tested proximity card readers are:

ACS ACR122 - P/N ACR122U-A2

OmniKey 5321 CR

OmniKey CardMan 5321

OmniKey CardMan 5321 CLi

RFIDeas pcProx Plus - P/N RDR-80582AKU

Page 37 of 56



i:'ralm

1‘..|

Imprivata ThinOX Integration

3.2 Troubleshooting

List of Troubleshooting arguments:

® Tapping Proximity Card does not work (see page 38)
® Monitor is not correctly recognized or configured (see page 39)
® railed connection on start-up due to wrong configured URL (see page 40)

3.2.1 Tapping Proximity Card does not work

Verify on thin client that selected PCSC Server type is "Standard PCSC Daemon"

Access Terminal properties.

Toareriri=il Die e Fio e
rerminal Propertizs

General | Metwork | User Interface | Firrnware | Security | Printers | Control Panel

R - m il
o o ER 2 3K
Port-based  SHMP Agent Imprivata PCSC Server Cisco WPN MulkiMedia
Authentication Cnesign Clienk Coders
—~ -

Aladdin Prainn Wirtual ROP Gobal  Cikrix HD® USE WebCam Metwork, File

eToken PR COM Service Settings Redirection syskem
VE @ Jo & P Ty
= E’ =
Remate Ica Global Sound lava Cache  Date & Time  Mmware Yiew
Assistance Settings Configuration JSE
Provisian Citriz ®enapp Praim LISE ThinMan
AppPortal Agent Redirect Client
0] | | Cancel | | Apply

Double click on "PCSC Server"
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@ Enable PCSC Dasmon

(7 Praim PCSC Daeman

(@ Standard PCSC Daeman

[ Ok ] [ Cancel ]

Select "Standard PCSC Daemon" and click "OK" to save changes.

Click once again "OK" to close "Terminal Properties" window.

3.2.2 Monitor is not correctly recognized or
configured

In some cases the thin client could not correctly recognize the monitor or could not set the
proper resolution. In these cases open the "Terminal Properties" and select the "User Interface"
tab.

Double click on "Video Resolution" icon.

YidzoRasalution Yidzoddvancad

“hoose a combination of Resolution and Refresh Frequency ;
? e : ~——[] Enable Power Saving - DPMS
@ Single Monitor ) Dual Monitor standh ’
. — v after ] rinukes
Suspend after i} rhinukes
_ PowerQff after i} rhinukes
~——[_| Enable Font Server
Maritar e | 0
| 1. Manitor 1
Screen resolution Colors ———[| Enable NFS Fonts
|1280x1024 -E0Hz (5:4) [v] |24 bits per pixel || server: |
Ratation: [ - | -
Path: |
Advanced Settings.. | [ Enable DOC Enable CVT
| Hardware Acceleration [7] reduced Elanking
[ el l [ CeEs [ wesa driver k
= [] Enable Debug Show Debug Log
[7] Block %11 Access from Mebwork
[ o4 ] [ Zancel ]
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Click on "Advanced Settings..." and try to enable or disable the two parameters "Enable DDC"
and "Enabled CVT". To confirm the choice click on "OK" of all the open windows. The terminal
will reboot to apply the changes.

For high resolution monitors if the "Enable CVT" parameters is flagged try to tick "Reduced
Blanking" parameter.

3.2.3 Failed connection on start-up due to wrong
configured URL

A connection error can occurs at the thin client start-up in case of wrong URL configured.

In this case the error window is displayed at the thin client start-up.

DneSign Login

Imprivata

Prairm OrizSign Cliznt

Cnesign Appliance connection error! Conkack swskem
administratar,

Choose how bo authenticate with Onesign

() Password () Proximity Card

[ Self-Service Password Reset ]

Clicking on "Options..." allows to access the "OneSign Options" window in order to change the
Imprivata properties (see Configure ThinOX Thin Client to Communicate with OneSign (see
page 13)).

Contral Panzl Authentication

Please enter the Control Panel login passwaord:

o

Whether the thin client is protected by a password this is requested in the window. Enter it to
gain "OneSign Options" window access.
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3.3 How To Create Log File

Some problem can be investigated reading log files on thin client or generating log over
network (and captured by ThinMan).

Qrsigr Dotions

~ _anneckian
E!E Start OnesSign login at poweron
- Ex. https:/fonesign. mydomain, com
Bookstrap LIRL: |https:192.168.4.22]
Connection timeouk: IIS— ’ Test Connection ]

’ S5L Werification Mode. .. l ’ Import CA certificate ]

~ Login Cpkions
Allaw Password based login (PWD)
Allow Prosimity Card based login (UID) [F‘rl:lximit';.-' Card Options ]
Allaw Self-5ervice Password Reset

~ YDI Inteqgration
Mmware Yiew [ Vrware Yiew Setkings ]
Citrix ¥enDeskiop [ wenDeskbop Settings ]

o (o=

You can specify all debug options clicking on "Debug" button in "Imprivata OneSign" window. It
will open a new window with Debug options.
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=k w1 IR
Dizbig) Qptions

Debug trace type: Ir-.j.;.ne [v]

~ Debug Level
Verbose information
[] pcysc Laver

ProvelD Web AP
Etrors

Enable Full $ML Trace

Full %ML trace file: I,I'tmp,l'nnesignfullxml.lng

[ Ok ] [ Cancel

=

In this window you are able to define which debug trace type use to log events: it can be
"None", "File" or "UDP Packet". In case of "None" no debug information are traced. See below
for other cases.

In the "Debug Level" section you can define which events collect in the log.

You can also flag "Enable Full XML trace" option: this tell the thin client to trace all XML
communication between thin client and the Imprivata appliance and to save in the file defined
in the next field (see also below for information about saving it on USB Mass Storage Key).

Trace information are not collected if you set "Debug Trace Type" to "None" and unflag the
"Enable Full XML Trace" option.
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Dizbug Options
Debug trace type: IFiIe [v]
Debug trace file: I'tr|'| yonesign, log

|
~ Debug Level
Yerbose information
[] pcysc Laver
ProvelD Web AP
Errars

Enable Full $ML Trace

Full %ML trace file: I,I'tmp,l'nnesignfullxml.lng

[ Ok ] [ Cancel

=

If you set "Debug trace type" to "File" you have also to define the filename and path where log
information are wrote. Filename can be stored in local thin client file system (e.g.
"/tmp/onesign.log") or on a USB mass storage key. In the second case put a Usb Key in the thin
client, the thin client will mount the Usb Key in the file system and visualize it in the desktop.
Under the icon you will find the name of the mounted USB Key.

)

e
iim

The Usb storage is mounted under "/tmp/mnt/" directory succeeded by the name of the Usb
Key. E.g. in this case the path will be "/tmp/mnt/Volume/" (beware that pathname is case
sensitive and will use "/" (slash) character as separator for directory), so a possible file name to
provide can be "/tmp/mnt/Volume/onesign.log".
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Dizbug Opticrs
Debug trace type: ||_|Dp packek [v]
Debug Server IP: |192. 168,093
~ Debug Level

Yerbose information
[] pcysc Laver
ProvelD Web AP
Errars

Enable Full $ML Trace

Full %ML trace file: I,I'tmp,l'nnesignfullxml.lng

[ Ok ] [ Cancel

=

Other possible "Debug trace type" can be "UDP Packet". In this case is requested an IP Address
where log information are sent. Insert the ThinMan Server IP Address, save the configuration
and restart the thin client. Now follow this instruction on ThinMan Server to configure it.

3.3.1 On the ThinMan Server

Access the folder where ThinMan is installed (typically "C:\Program Files\Praim\ThinMan").

Double click on "NetOpenTracer.exe" file. It will show the following window:
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Active Por:  |1673 START |

Device Address | Packet count | FileTrace C:\Prograrm Files\Praim®T hinkd an'

Click on "START" button to active the log collection.

Active Port  [1673 | STOF |

g
Device dddress | Packet count | FileTrace C:%Program Files\Praim' T hinkd an'
192.168.0.186 20 Trace132_168_0_186.log
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Once the thin client start sending log information you will find a new line with device address,
number of packet received and the log filename where log information are stored (path is
visualized in the column title, e.g. "C:\Program Files\Praim\ThinMan").

Double-Clicking on the filename will open the log file.

e e - |

File Edit Format View

19/07/2012

19,/07 /2012
19/07 /2012
19,/07 /2012
19,/07 /2012
19,/07 /2012
19,/07 /2012
19,/07 /2012

19/07,/2012
19/07,/2012
19/07,/2012
19/07,/2012

19/07/2012

-VB({06792) -
-VB(06792) -
-VB(06792) -
-AP(06792)-
-AP({06792)-
-AP(06792)-
-AP({06792)-
-AP(06792)-
-AP(06792) -
-AP(06792) -
-AP(06792) -
-VB(06792) -
-vB{06792)-
-VB{06792)-
-VB{06792)-
-VB{06792)-
-VB(06792)-
-VB(06792) -
-VB(06792) -
-VB(06792) -

Once the trace information are collected you can

Capture" clicking on "Close".

Praim-Thinox - Imprivata Onesign Agent versi .
InitInstance({--login)

peletecredentials()
CProveIDApi::Init(https://192.168.23.22)
CProveIDApi::SelectServer selected https://c
CProveIDApi: :ServersDomainsModalities
CProveIDApi: :PostMethod(Multi)
CProveIDapi::Initcurl(Multi)
CProveIDApi::ParseServers status 200
CProveIDApi::ParseDomains status 200
CProveIDApi: :ParseModalities

InitImprivata: ok

Scardevent: event 2, eventpar 9b3afs0
scardevent: event 2, eventpar 9b3af50
Scardevent: event 1, eventpar 00012
onscardvessage: other event 0012, id 0, "OMNI
onscardvessage: evento gestito con m_bscBusy
scardevent: event 1, eventpar 10012
onscardvessage: other ewvent 0012, id 1,"0OMNI
onscardvessage: evento gestito con m_bScBusy

close the "Praim ThinMan Network Trace
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3.4 VMware Client Options

From "OneSign Option" window you can also configure parameters related to the VMware View
connection. Click on "VMware View Settings" button. It will open a new window.

2 Yigwy Dintions

~ Client version

% @ YMware client YMware options. .. l

(") Praim &PI client

~ 11536 Redirection options

USE Redirection Type: @) YMware [] Debug

() Praim (TCe-¥DW agent required)
[ Force USE Redirection disable {override server setting)

Enable Redirection of already connected devices

~RDP options

%\Q [ Rdp Opkions. .. ]

[ o, ] [ Cancel ]

Here you can select options related to USB Redirection and to client version.

You may select to use standard "VMware client" and change related options by clicking on
"VMware options".

yrrrware Yizw Cliznt Qptions

Close Deskiop library window at YD logaoff ) disconnect
[] ¥rMware Kiosk mode (Ymware dient)

[] Enable Smart Card Login

Show Top bar

Bitmap Cache size {MB): Iﬂ min S0MB, max 300ME)
[] Enable FIPS PColP encryption

’ S5L Verification Mode. .. ] E‘;"*‘_‘ ’ Import C4 certificate ]

’ Ok ] [ Cancel ]

You may select to use "Praim API client" and change related options by clicking on "Praim
options".
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Prairn Vigw Client Options

~ Single Sign On Cptions

@ Enabled
() Disabled

() Disabled if Smart Card Present

~ Window Mode Options

Preferred Window Mode: IFuIIscreen [v]

oo Height: Jeon

[ allow User ko change Window Mode

~ Connection Options

Direct connection to deskiop (bypass tunnel)
[ send Client Timezane

~ Buthentication Options

[ remember last logged-in user

~I15B Redirection Options

Starkup delay between USE red, and Rdp/PCaolP (ms): IIDDD

[ K ] [ Cancel ]

3.4.1 Importing CA Certificate for VMware

connection

Export the CA Certificate from Certification Authority in Base64 format.

Copy the exported certificate on a USB Key and insert the USB Key in the thin client.

Yrrware Wisw Cliznt Oplions

Close Deskbop library window at ¥D logaff idisconnect
[] wrware Kiosk mode (Yrmware client)

[] Enable Smart Card Login

Show Top bar

Bitmap Cache size (MB); Iﬂ (rnin SOME, max J00ME)
[] Enable FIPS PColP encryption

’ 53L Yerification Maode. ., ] E‘;’*’“ [ Impark CA certificate L

[ ok, ] [ Cancel ]

L Il J
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From "VMware View Client Options" click on "Import CA Certificate".

Snpd 3eleck a certificate file in the list ar bype the
—=z4 certificate Full path in the edit box below, Then

[mintfmedia/No_NAME | [ Impart

Cancel

92-168-4-10.cer

A Certificate File name:

Imnkimedia/mo_MAME|192-165-4-10, cer

L I 1

Browse the USB Key, select the certificate and import it into the thin client clicking on “Import”.
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3.5 Citrix Client Options

From "OneSign Option" window you can also configure parameters related to the Citrix
XenDesktop connection.

Click on "XenDesktop Settings" button. It will open a new window.

Fenbezskiop Options

IJSE Redireckion

Enable USE Redirection :
(") Enable Praim LUSE Redirection {needs TCe-YOW agent)

(@ Enable Citrix HD® USE Redirection

(0] 4 ] ’ Cancel

=

Here you may change option related to USB redirection.

3.5.1 Importing CA Certificate for Citrix Connections
Export the CA Certificate from Certification Authority Server in Base64 format.

Copy the exported certificate on a USB Key and insert the USB Key in the thin client.
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Tarrminal Propartizs

=

General | Metwork | User Interface | Firmware | Security |F‘rinter5|CDﬂth| Panel ]

e - i -
o = i 2 & X
Port-based  SMMP Agent Imprivata PCSC Server Cisco WP MulkiMedia
Authentication DneSign Clienk Codecs
_ | = = n
= B © & 7 W
Aladdin ROP Gobal  Cikrix HD® USE WebZam Metwork File Remate
eToken PRO Settings Redirection syakEm Assistance
$ P By Be
@ Jo 5L @
| Sound Java Cache  Date & Time  Wmware Yiew Provision
0 Zonfiguration IJSE AppPortal
Citriz Xendpp Praim USE Thinkan
Agent Redirect Client
(0]4 | | Cancel | | gy

Open the "Terminal Properties" window and select "Control Panel" tab. Double-click on "ICA
Global Settings".

Page 51 of 56



i:'ralm
Y Imprivata ThinOX Integration

|
Terminal Properties

General | Metwark |User Interface | Firmnware | Security | Printers | Control Panel

Clignt IZA - Global Propertizs
o I"gF'r Preferences | Hot Kews | Server Location | Firewall | Devices | Advanced
nesig
~ 1A Client configuration Files
% | Edtwfcientini | | | Add Certificate... 4 %
PCSC [ Edit module . ini ] ] Force Window Manager to report
Wiarking Area (reboot)
Edit All_Regions.ini
= L[ ] ] Mause Sends Cantral-Y
= ~ HD® Features —
Flash Redirection
Mt & PoinkerClickTime: ||:| ms
i [0 webCam FrameRate
I | Fort Smocthing Type: IN.;.nE w
Prire
AppF ’ Ok ] ’ Cancel ]

(0]4 | | Cancel | | gy

Select the "Advanced" tab and click on "Add Certificate...".

2 tha Cartificatz Filz

ftmpfmnt MO _MAMES192-168-4- 10-Ba<. cer

Ao e BEGIN CERTIFICF
MITEq CCASkeAwIEAZ TE
192-168-4-10-B54, cer MEMWERYKEE In iZPyLGHE
MRMWERYDVREDE wpllY 1M1
HOK AM1owRTE TMBEGC mS
as 10 ANOMTE TMBEGALLE
eEPADCCARCz=EBAT 1S
g+s 11U n2aH Hedt X YNFF
zod7Ad+aITuhe TFEMET Y-
Yy Z2ahSs0zvf jCz0Ygiek
+3uy] In=uEBEPmuwkyCez
OgHJLUMzt impp TtotwdF
ARREg jclAzAGHzERRWEE
A1UCD2RWEER wwHaz45F b

. ] BKCEY YaBuGsk YHRaLusy
K1k -El O runl:uun1'-mum-':;1| I

M FPreview

oK Cance
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Browse the USB Key, select the certificate and import it into the thin client clicking on “OK".
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3.6 How to easily copy configuration from a
device to another device

The ThinMan Console is the software provided by Praim that allows an easily management of
the thin clients and their configurations.

From the ThinMan Console it is possible to copy the configuration of a thin client (say
thinclientsource) to another thin client (say thinclientdestination) in many ways.

3.6.1 Copy configuration via single command

In this case it is possible to copy the configuration from thinclientsource to thinclientdestination
using a single command on the ThinMan Console.

This command is useful if there are very few thin client.

File Modify Tools View Info
'”\I : y _/l E - @ @

Remote Assistance

Connections
Configurations Receive (Ctrl+R)

Firmware Update Send (Ctrl+5)

Power On/Off Import from other Device

Special Functions Import frem Template

Add Scheduled Activity EpEBE U EE

Move To... Active Praim USB Redirection

Delete Factory Default
Refresh...

Edit Motes

Properties...

. Teat 117
Receive the current configuration from device XT_403CED - IP: 192.168.0.203 - Ver. £.4.22 - Model: XT9200-C - MAC: D0EQC5403CED Devices:

In the ThinMan Console right-click the thinclientdestination and select "Import from other
Device" under the menu "Configurations".
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Please zelect source device and click OF:

WwW7PRAIM-HIIDBID
WIPRAIM-M2BSRIL
WAOBOFS
WEZAAE
AXT_40BESS
AXT_406E7D
AXT_40BESE
XT_40BEAT
XT_40BEAD
XT_40BEAF
AXT_40BEBD
AXT_406EBF
AXT_40BFDA
AXT_40701E
AXT_407020
AXT_407045
XT_425355
XT_4EE 349
AXT_40BETE
AXT_40BESF
KT_34TE1E
XT_3DCFF2
XT_30D232
XT_422EFB

o) [ ]

From the window select the thinclientsource and click "OK".

The configuration will be copied from device thinclientsource to device thinclientdestination.

3.6.2 Copy configuration via Template file

In this case the configuration of the thinclientsource is copied to a file for first (called template
file), then the template is used to copy the configuration to the thinclientdestination.
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File Modify Tools View Info
LR NE-EE
l" EIREEH Remote Assistance

Connections

L T 42010 Configurations Receive (Ctrl+R)

W, xT_a21268

Firmware Update Send (Ctrl+5)
b, x7_a2F130

Power On/Off Import from other Device

L T 42F404 Special Functions Import froem Template

Export to Template

Add Scheduled Activity

L XT_42F4D4 Move To... Active Praim USB Redirection

lu KT_3ATTDS Delete Factory Default
. x7_3877D( B,

. ¥ 426779 Edit Notes

Properties...

@, XT_7F536E
.l Tect N2
Receive the current configuration from device KT_403C8D - IP: 192.168.0.203 - Ver. §.4.22 - Model: XT9200-C - MAC: 00EQC5403C8D

Right-click on the thinclientsource and select "Receive" under the menu "Configurations".

Right-click on the thinclientsource and select "Export to Template" under the menu
"Configurations".

Enter a name for the template file that will be generated and saved in the file system.

Right-click on the thinclientdestination and select "Import from Template" under the menu
"Configurations".

Select from the dialog window the previously saved template. On the subsequent request click
on "Yes" to send the configuration to the thin client.
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